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Introduction 
 

1. This report provides the Chief Audit Executive’s (CAE) annual opinion on overall systems of risk 
management, governance and control. The CAE’s opinion is one of the key independent means 
of assurance available to Members in discharging their role of overseeing the internal control 
processes implemented by officers and ensuring that a sound system of governance of the 
Council’s business is in place. It should also assist Members in their review of the Annual 
Governance Statement (AGS). 
 

2. The opinion takes into account all audits that have been finalised since the last annual opinion 
in July 2020. This is largely the outcomes of the 2020/21 Plan agreed by Members in July 2020 
but also three pieces of work from 2019/20 that were not finalised until after the last opinion. 
The opinion also considers the results of follow up work, selective invoice checks, ad hoc 
advisory work and our own informal observations of the organisation through, for example, 
attendance at management meetings and working on the pandemic response. 

 
3. The report also contains the outcomes of our Quality Assurance and Improvement Programme 

(QAIP), together with the resultant action plan. This action plan will be reported periodically to 
Audit Board until the actions are closed. This will enable Members to discharge their 
responsibility to oversee the quality and effectiveness of Internal Audit. 

 
4. It is integral to the effectiveness of Internal Audit that the function is allowed to perform its work 

independently, with no constrictions on its remit. Our independence is maintained through 
functional reporting, including summaries of the work undertaken, to Audit Board. We meet 
with individual Directors and Senior Managers to discuss any issues arising from our work where 
necessary. We have been given access to all information and systems requested to complete 
our work in 2020/21 and there are no issues that we have been prevented from reporting.   

 
5. This year, for the first time, the assurance opinion is graded and defined; the scale used and the 

associated definitions are provided in Annex H. 
 

Internal Audit Progress and Activity 

6. Members will recall that the agreed 2020/21 Internal Audit Plan was divided into two, with 
audits on Plan ‘A’ being the priorities for completion and those on Plan ‘B’ to be completed in 
the event of sufficient available resource. At the time of writing this report, Plan ‘A’ audits are 
largely complete, with 17 now finalised, 2 at reporting stage for which a provisional opinion has 
been provided (summaries of the audits will be presented to the next Audit Board) and the 
remaining one (Rent Arrears) at fieldwork. 
 

7. Audits from Plan ‘B’ were considered for inclusion in the 2021/22 Plan as part of the 
prioritisation process. Annex A indicates which of these audits will be undertaken in 2021/22. 

 
8. Completion of the original agreed Audit Plan has significantly improved since 2019/20, when 

only five audits were complete in time for the Annual Opinion. This means that in 2020/21, we 
are able to provide a robust overall opinion with no caveats or scope limitations. Nonetheless, 
progress is not fully as desired. This is partially a result of redeployments to assist with the Covid 
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response and partially a result of inefficiencies within the service itself. Actions are in place to 
improve efficiency which are included in Annex F. 
 

9. The table below contains a summary of all audits completed since the last update to Members 
in March 2021. Definitions of assurance ratings for individual audits are provided in Annex G.  

 

Audit Assurance Level 

Facilities Management (Covid risk assessment) Advisory 

Waste Collection Limited 

Street Cleansing Limited 

Contract Management Limited 

Change Control (IT) Limited 

Reactive Repairs Substantial 

Planning Administration and Fees Substantial (Provisional) 

Housing Benefits Substantial (Provisional) 

Internal Audit Outcomes 

10. The table in Annex A lists all audits that form part of the Annual Opinion. This includes three 
from the 2019/20 financial year that were not reported as part of last year’s annual opinion as 
they had not then been finalised. Summaries of all of these audits are in Annex B, with the ones 
that have not previously been reported to Audit Board on pages 21 – 24. 

 
11. Of the 22 audit reviews that are considered as part of this annual opinion, 18 were given a formal 

assurance rating. Definitions of the assurance ratings that have been applied to these audits are 
provided in Annex G. The chart below shows a breakdown of these audit assurance opinions. 

 

 

 
12. Overall, the majority of audits have received ‘Substantial’ assurance with one ‘Full’ assurance 

which indicates that the control framework is generally operating well. In particular, audits 

Limited
33%

Substantial
61%

Full
6%

ASSURANCE RATINGS

Limited Substantial Full
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which are integral to the underpinning control environment, such as Finance and Human 
Resources, all received ‘Substantial’ or better assurance. 
 

13. Importantly, we have not observed a deterioration in the control environment as a result of the 
home / hybrid working arrangements. Our review of Home Working arrangements established 
that remote working, for the large part, had allowed staff to continue business as usual with no 
resultant drop in performance. There were some inconsistencies in how staff were managed 
remotely, to replace the office contact, but, as the Council moves forward to a more permanent 
hybrid model, further training is being rolled out to managers. 

 
14.  Six audits this year received ‘Limited’ assurance. In the main, these fell into two distinct themes; 

Information Technology (IT) and Contract Management. In addition, analysis of 
recommendations made throughout the year across all audits highlighted that 19 had been 
made in relation to contract management and 22 had been in relation to Information 
Technology, including systems and systems access. 

 
15. Both of the IT audits were in areas not previously reviewed by Internal Audit but which are 

critical to the effective running of the Council. Cyber Security is an inherently high risk area for 
all organisations. This is partially due to the shifting technical capabilities which mean that the 
precise nature and likelihood of individual risk areas is constantly changing. It is also partially 
due to the potential impact of any risk materialising, which could, in the worst-case scenario, 
prevent the Council from running normal operations for a long period. I am pleased to report 
that all actions for this audit are now closed and we will be undertaking a further audit of 
Disaster Recovery in 2021/22. It will be important, going forwards, that the Council recognises 
the centrality and criticality of IT as key enabler of both core business and optimisation of 
effective and efficient services. The strategy, resources and governance structures must be 
appropriate as such and we will be undertaking a review of IT Governance in 2021/22. 

 
16. Contract Management is part of the whole commissioning cycle. Whilst it is not unusual for 

organisations to focus on procurement as a standalone process, the subsequent monitoring and 
evaluation of outcomes is important to ensure that the Council receives the services as desired 
and in the most cost effective manner. A root cause of identified weaknesses within contract 
management is that there is insufficient training and guidance for contract managers and this 
will be addressed over the 2021/22 financial year. The results of Selective Invoice Checks 
throughout the year did, similarly, highlight some themes where the Council’s procurement 
rules were not fully understood or adhered to. Internal Audit, in conjunction with the s151 
Officer and the Chair of Audit Board, has issued a reminder and guidance to spending officers. 

 
17. The Annual Opinion also takes into account the Council’s strategies and objectives. These are as 

set out in the Corporate Plan 2017-20 with six themes (Economic Development and 
Regeneration, Health and Wellbeing, Safer Communities, Environment and Sustainability, 
Housing and Stronger Communities and A Council Performing Strongly). The list of audits in 
Annex A indicates those which have specific relevance to the six themes. Our work this year has 
related to the latter four and a summary of available assurances is provided below. This analysis 
shows that Safer Communities, Housing and Stronger Communities and A Council Performing 
Strongly are generally sound but indicates that more focus may be required on Environment and 
Sustainability, as this theme is likely to continue in the next iteration of the Plan: 
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Theme Assurance 

Safer Communities 1 x Substantial 

Environment and Sustainability 3 x Limited 

Housing and Stronger Communities 3 x Substantial  

A Council Performing Strongly  1 x Substantial, 1 x Advisory 

 
18. A key additional objective for 2020/21 was also to deliver the pandemic response. We have not 

done any direct work in this area, due to conflict of interest. However our audits of Home 
Working, Facilities Management and Reactive Repairs are relevant, as are the checks undertaken 
of business grants paid and our own involvement with the Community Hub between April-May 
and November - March. None of this work highlighted any significant issues or gaps in the 
response. 

 
19. The Council has six underlying values (Value for Money, Transparency in Decision Making, 

Delivering Accessible Services, Valuing our Heritage, Valuing Council Staff and Working in 
Partnership). During the 2020/21 financial year, we raised 79 recommendations, including for 
all advisory pieces of work. Analysis of these recommendations for links across the six underlying 
values identified the following: 

 

Value Recommendations made 

Value for Money 7 

Transparency in Decision Making 18 

Delivering Accessible Services 0 

Valuing Our Heritage 0 

Valuing Council Staff 4 

Working in Partnership 4 

 
20. From the above analysis, it is clear that transparency in decision making is the largest area for 

development across the values, with over 20% of recommendations raised for improvements in 
this area. The recommendations raised were across six audits and were mostly for internal 
officer decisions, including clarity of roles, responsibilities and decision making routes, and the 
justification retained to support the decision.  The value for money recommendations were 
raised principally in regard to counter fraud and contract management arrangements, with just 
two in individual service areas. 

 
21. Whilst not given a formal assurance rating, the consultancy pieces of work, including ad hoc 

advisory pieces, also form part of the overall opinion. In taking these into account, I consider the 
strengths identified together with any gaps in control or unmitigated risks that the work has 
highlighted. Consultancy work this year (both formal and ad-hoc) has largely been in relation to 
Covid-19 or to Counter Fraud. 

 
22. The work we have undertaken in relation to Covid-19 is set out in paragraph 18 but does include 

 

 Sample testing and review of the first tranche of Business Support Grants, to ensure that 
these had been paid to bona fide companies and in accordance with the grant conditions. 
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 Part time redeployments to the Council’s Community Hub to support vulnerable and 
shielding members of the community. 

There are no significant issues to bring to Members attention as a result of this work. 

23. The work we have undertaken in relation to Counter Fraud includes  

 Reviewing and updating the Counter Fraud Strategy and the Whistleblowing Policy 

 Assessment of the Council’s Counter Fraud arrangements against the Fighting Fraud and 
Corruption Locally (FFCL) Strategy 

 Promotion of Counter Fraud awareness as part of International Fraud Awareness Week 
(November 2020) 

 Two Whistleblowing investigations. 
 

24. The Whistleblowing investigations did not identify any instances of fraud in the organisation but 
they did identify some lapses in controls and further training / guidance will, as a result be 
provided to relevant staff. One investigation is, however, ongoing. Whilst the policy updates and 
the counter fraud awareness have contributed towards improving the Counter Fraud culture, 
the key finding from the FFCL comparison was that an organisation-wide Fraud Risk Assessment 
needs to be completed, which will then enable resources to be most effectively deployed.  

Risk Management 

25. The Annual Opinion also considers risk management arrangements within the organisation. 
Annex A provides links between Internal Audit work and the current Strategic Risk Register. This 
does not mean that all controls have been covered as part of our audit but simply shows 
Members where they may be able to gain some assurance over the management of risk through 
our work. 

 
26. Risk Management within the organisation as a whole has increased in momentum since 

2019/20, as the Strategic Risk Register was updated and presented to Audit Board in January 
2021. Nonetheless, the risk maturity of the organisation requires further development over the 
forthcoming financial year. As set out in the Annual Governance Statement Action Plan, this will 
include a redesign of the overarching framework, including policy and guidance.  

 

Follow Up 
 

27. The Annual Opinion also takes into account the results of our follow process, for actions raised 
as a result of Internal Audits. Internal Audit follows up all Critical, High, Medium and Low priority 
findings as they fall due. Annex C shows the results of our follow up process for the financial 
year 2020/21, with all actions raised in the year and the current status. All High priority actions 
due in the financial year have been closed. 
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Overall Opinion  
 

28. Taking in account the information presented in paragraphs 10-27 and Annex B below, my overall 
opinion for the 2020-21 financial year is that there is “Reasonable” assurance over systems of 
risk management, governance and control.  Annex H provides the rating scale and the definitions 
of each rating. 

Quality Assurance  
 

29. Audit Board has an important oversight role in the quality and effectiveness of Internal Audit. 
Members of the Board must assure themselves that Internal Audit makes a valuable 
contribution to the organisation’s governance and that stakeholders can place reliance on its 
conclusions. 

 
30. To facilitate this quality oversight role, Internal Audit has a Quality Assurance and Improvement 

Programme (QAIP), which includes Key Performance Indicators (KPIs), customer satisfaction 
questionnaires, annual self-assessments against professional standards and five yearly External 
Quality Assessments (EQA). Members will be aware that the most recent EQA took place in 
January 2021 and the full report was subsequently presented to Audit Board in March 2021. The 
external assessment was largely in agreement with our own self-assessment and the overall 
conclusion was that the function is ‘Partially Conformant’ with professional standards. 

 
31. The Key Performance Indicators for Quarter 4 (January to March 2021) are provided in Annex 

D. The KPIs illustrate that customer satisfaction is generally high and that responsible managers 
have accepted audit recommendations. However they also show, in line with the self-
assessment and the EQA, that the function needs to improve on delivery within budget, as over-
runs are currently impacting the efficiency and the effectiveness of the service. 

 
32. For completeness, a summary of all results of the customer satisfaction questioner is attached 

at Annex E. These results are largely positive but do demonstrate that we need to improve our 
reporting, including ensuring that the client is updated on a regular basis with our findings and 
any changes to the timeline. 

 
33.  The results of the various strands of Quality Assurance activity combine into a single, 

overarching Quality Improvement Plan which is presented in Annex F (as at 4 June 2021). The 
Plan is divided into different themes encompassing internal audit activity but the fundamental 
objectives of the Plan are to move us into a position of being ‘Generally Conformant’ with the 
standards, improve service efficiency and to ensure that all audit work adds value to the Council. 
The Plan, including progress updates, will be presented periodically to Audit Board (minimum 
six monthly) to enable monitoring and oversight. 

Conclusion  
 

34. Our overall conclusion is that there is “Reasonable” assurance over systems of risk management, 
governance and control. This means that although these systems are generally sound, some 
areas for improvement were identified which, if not addressed, may put the achievement of 
some objectives at risk. 
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35. Our audit reviews this year have included some important risk areas such as Cyber Security and 

Counter Fraud. It is a good outcome that the majority of assurance work was rated ‘Substantial’, 
particularly in light of the significant changes and challenges that the organisation has faced over 
the 2020/21 financial year. Officers have put actions in place for key risks highlighted through 
the audits, which, at the time of fieldwork, were not sufficiently mitigated. We will follow up 
and report on these actions to Members until they are closed. 

 
36. We would like to thank Officers, Managers and Members for their support and co-operation to 

enable us to deliver our work and achieve the completion of the core work as set out in the 
2020/21 Plan. 

Francesca Chivers CMIIA 

Audit Manager (Chief Audit Executive) 
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 Annex A – Internal Audit Outcomes 2020/21 

2019/20 audits completed since July 2020 (to form part of the 2020/21 Annual Opinion) 

Audit Title Type Current Status Assurance 
Links to 
Corporate Plan  

Links to CRR 

Animal Welfare Risk Based Complete Substantial   

Garage Management Risk Based Complete Substantial   

HR Policy Compliance Risk Based Complete Substantial   

2020/21 Plan 

Plan A 
Audit Title Type Current Status 

Assurance Links to 
Corporate Plan  

Links to CRR 

1 Cyber Security Compliance Complete Limited  CP7 - Failure or threats to 
IT systems 

2 Rent Collection / Rent Arrears 
(Current Tenants) 

Finance Fieldwork Not available   

3 Waste Collection Contract Risk Based Complete Limited Environment 
and 
Sustainability 

ES3 - Unable to deliver 
agreed waste efficiencies 
(more recycling, more 
composting, less general 
waste 
CP6 - Increased costs for 
waste and recycling 
CP18 - Procurement and 
commissioning of services 
is not carried out 
effectively, consistently or 
in accordance with law 

4 Street Cleansing Risk Based Complete Limited Environment 
and 
Sustainability 

CP18 - Procurement and 
commissioning of services 
is not carried out 
effectively, consistently or 
in accordance with law 
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Plan A 
Audit Title Type Current Status 

Assurance Links to 
Corporate Plan  

Links to CRR 

5 Reactive Repairs Risk Based Complete Substantial Housing and 
Stronger 
Communities 

 

6 New Build Capital Programme Finance Complete Substantial  Housing and 
Stronger 
Communities 

HS1 – Affordable housing 
not delivered 
HS6 – Failure to deliver 
housing new build 
programme 

7 Budget Setting Finance Complete Substantial Council 
Performing 
Strongly 

CP2 – Increasing pressure 
on budget, particularly as 
a result of COVID 

8 Feeder Systems & Journals Finance Complete Full  CP17 - Insufficient 
defences against fraud 
and corruption 

9 Fraud Checklist Governance Complete Advisory  CP17 - Insufficient 
defences against fraud 
and corruption 

10 Planning: Administration & Fees Risk Based Reporting Substantial    

11 Housing Benefits Finance Reporting Substantial  A Council 
Performing 
Strongly  

 

12 Housing Allocations Policy Risk Based Complete Substantial Housing and 
Stronger 
Communities 

 

13 Corporate Project Governance Governance Deferred to 2021/22    

14 Planning Enforcement Risk Based Complete Substantial  CP1 - Effective 
consultation does not take 
place with service users 

15 Local Air Quality Management Risk Based Complete Limited Environment 
and 
Sustainability 

ES4 – Increased carbon 
emissions 
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Plan A 
Audit Title Type Current Status 

Assurance Links to 
Corporate Plan  

Links to CRR 

16 Contract Management Risk Based Complete Limited  CP18 - Procurement and 
commissioning of services 
is not carried out 
effectively, consistently or 
in accordance with law 

17 Dartford Town Against Crime Risk Based Complete Substantial Safer 
Communities 

SC01 - Public perception 
of increased crime levels 
SC02 - Unable to support 
ASB initiatives 
CP14 - Inadequate data 
sharing, data security and 
information management 

18 IT Change Control Risk Based Complete Limited  CP7 - Failure or threats to 
IT systems 

19 Facilities Management Risk Based Complete Advisory  CP10 - Outbreak of COVID 
amongst staff 
CP16 - Failure to comply 
with Health and Safety 
legislation 

20  Counter Fraud Policy Work Governance Complete  Advisory  CP17 - Insufficient 
defences against fraud 
and corruption 

21 Covid-19: Lessons Learned Consultancy Removed from Plan 
due to conflict of 
interest 

   

22 Covid-19: Recovery Consultancy Deferred to 2021/22    

23 (Plan Addition) – Home Working 
Review 

Consultancy Complete Advisory Council 
Performing 
Strongly 

CP5 - Reduction in quality 
of services 
CP19 - Channel shift is not 
embedded across the 
Council 



12 
 

Plan A 
Audit Title Type Current Status 

Assurance Links to 
Corporate Plan  

Links to CRR 

 

Plan B Audit Title Type Current Status    

1 Revenues and Benefits Shared 
Service Performance 

Finance Not completed    

2 Recruitment Process Risk Based Not completed    

3 Homelessness Prevention Consultancy Not completed    

4 
Emergency Planning Risk Based 

To be undertaken 
2021/22 

   

5 
Environmental Enforcement Risk Based 

To be undertaken 
2021/22 

   

6 Employee Induction Advisory Not completed    

7 Project Management Framework Governance Not completed    

8 CRM System Risk Based Not completed    

9 Markets Risk Based Not completed    

10 Shared Service Value for Money Consultancy Not completed    

11 KCC Funding Agreement – Fraud & 
Error 

Risk Based Not completed    
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Annex B - Summaries of Audit Reports issued 

HR Policy Compliance 2019/20 (Substantial Assurance) – Issued in August 2020 

This audit review examined the arrangements in place for review, updating and compliance with the 

following Human Resources policies: 

 Disciplinary Policy and Grievance Policy 

We confirmed that both policies were prepared by the HR Manager who is an experienced HR 

professional and holds the Chartered Institute of Personnel Development (CIPD) qualification. 

The Advisory Conciliation and Arbitration Services (ACAS) provides guidance for preparing HR policies 

on grievance policies and disciplinary policies. Fieldwork confirmed the ACAS guidance had been 

incorporated into the policies. 

 

Audit testing of specific grievance and disciplinary cases confirmed these cases had been conducted 

in accordance with the Council’s HR policies. 

There are arrangements in place for the draft policies to be commented upon by the Council’s two 

Strategic Directors and by the Head of Legal Services. There was e-mail correspondence on file which 

confirmed both the policies had been seen by the Strategic Director (Internal Services) and the HR 

Manager gave verbal assurance that all of SMT had reviewed both policies.  However, there was no 

evidence to confirm that the Strategic Director (External Services) and the Managing Director had 

reviewed either policy or that the Head of Legal Services had reviewed the Grievance policy.  Internal 

approval routes required clarification. 

It was also noted that there was a significant delay between the draft policies being prepared and 

the policies being finalised. The draft Grievance and Disciplinary policies were presented to the 

Managing Director in January 2019. The Disciplinary Policy was not finalised until June 2019. The 

Grievance Policy was finalised in October 2019. The HR Manager provided explanations for why the 

delays took place and Audit accept the reasons were one off unavoidable situations. 

A summary of actions raised is given below: 

Priority Ranking Number of audit 
actions 

Audit Actions  
  Agreed 

Risks accepted by 
management  

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 1 1 0 

Low 0 N/A N/A 

Advisory 0 N/A N/A 

Total 1 1 0 

  

http://insite.sevenoaks.gov.uk/__data/assets/pdf_file/0005/97862/Disciplinary-Policy-June-2019.pdf
http://insite.sevenoaks.gov.uk/__data/assets/pdf_file/0005/97853/Grievance-Policy-03.19.pdf
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Garage Management 2019/20 (Substantial Assurance) – Issued in August 2020 

The Council owns 1,301 garages, and in 2019-20, approximately £811,714 was collected in rental 

income. Garage rent agreements require monthly payment by direct debit only, therefore a collection 

rate of 99.5% was achieved by 31 March 2019. 

We found the management of garages operates across three departments: Customer Services, 

Housing Finance, and Housing Maintenance. Effective communication and information sharing exists 

between departments, although our testing identified opportunities to enhance existing 

arrangements. 

There is no planned maintenance programme in place for the garages and all repairs are reactive. 

Annual repair expenditure on the garages during 2019-20 was approximately £88,409. We found 

effective arrangements in place to notify Housing Maintenance of a repair and our testing confirmed 

Housing independently check the quality of work undertaken by the contractor before payment is 

authorised. 

At the time of our fieldwork, occupancy rates for the Council’s garages was approximately 80%, 

meaning 270 garages were void. This includes garages that are beyond repair (22) and those due to 

be demolished (12). We calculated additional rental income in the region of £150,000 could be 

generated annually if the current void garages were rented out. We understand a significant capital 

investment in the garage stock would be required to increase public demand for these garages. We 

have however recommended that the Council reviews its overall strategy to manage these assets. 

Overall, the arrangements for the management of the garage stock are robust, and no significant 

control weaknesses were identified through our work. 

A summary of our findings and the actions raised in the review are set out below: 

Priority Ranking Number of audit 
actions 

Recommendation 
Agreed 

Risk accepted by 
management 

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 2 2 0 

Low 1 1  0  

Advisory 2 2 0 

Total 5 5 0 

 

Animal Welfare 2019/20 (Substantial Assurance) – Issued in September 2020 

In October 2018 the Government introduced a new licensing regime to control the following 

licensable activities: 

 Selling animals as pets  

 Providing or arranging for the provision of boarding for cats or dogs  

 Hiring out horses  

 Breeding dogs  

 Keeping or training animals for exhibition 

file:///D:/Users/jherrington/AppData/Local/Microsoft/Windows/INetCache/Miscellaneous/00-procedural-guidance-for-local-authorities.pdf
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Since October 2019 the Environmental Health Partnership has taken over responsibility for issuing 

all animal licences. There are currently 70 licenced establishments which require monitoring, 

inspecting and renewing. 

Our review found there is an experienced team consisting of inspectors and support officers who 

are responsible for Animal Welfare. Officer roles are clearly defined between support and 

operational. 

We found processes in place to deal with new licence applications, inspections and renewals. 

Records detailing existing licence holders are managed on Uniform and Idox, and monitored using 

spreadsheets. 

Inspections are carried out in a timely manner by experienced, qualified officers, with adequate 

documentation to support applications. However, we identified improvements to enhance existing 

controls over the monitoring and follow up of improvement notices. 

There is a system in place for recording and managing complaints. We noted that a number of 

concerns have been raised by members of the public (nationally as well as locally) regarding the 

illegal breeding and selling of animals. This is an area where the service takes proactive action to 

identify establishments operating without a licence, resource permitting. 

A summary of the actions raised in the review are set out below: 

Priority Ranking Number of audit 
actions 

Actions agreed Risk accepted by 
management 

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 2 2 0 

Low 1 1 0 

Advisory 0 N/A N/A 

Total 3 3 0 

 

Cyber Security 2020/21 (Limited Assurance) – Issued in September 2020 

This audit reviewed the controls in place to manage and mitigate risks associated with Cyber Security.  

Our review confirmed that: 

 The firewall at the boundary of the network had the latest version of software running; 

 Default usernames had been removed and default passwords on the boundary firewall had 

been changed to strong passwords; 

 Inspection of the latest IT Health Check confirmed that the network configuration reflected 

the common rule set of security requirements; 

 The vulnerabilities identified in the latest IT Health Check had been tracked, managed and 

resolved; and 

 Anti-malware solution was installed on devices (workstations and servers) with regular scans. 

However, we identified that: 
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 Dartford Council has not tested any disaster recovery scenario in the last three years. 

 Dartford Council rely on one single firewall. This puts the corporate network at risk of a single 

point of failure. 

 There was a lack of prior documentation (e.g. Backup, Change Management, User Access 

Management and Disaster Recovery plan) and that this documentation was created during 

this audit. 

 The change management process was not formalised and no formal approval stage at any 

step of the process was evident. 

 No restoration testing of the backups had been performed, which would confirm the integrity 

of the backup and recovery processes. 

 

A summary of the actions raised in the review are set out below: 

Priority Ranking Number of audit actions Actions agreed Risk accepted by 
management 

Critical 0 N/A N/A 

High 1 1 0 

Medium 3 3 0 

Low 3 3 0 

Advisory 0 N/A N/A 

Total 7 7 0 

 

Housing Allocations 2020/21 (Substantial Assurance) – Issued in September 2020 

Our review found the arrangements in place to develop the Council’s Housing Allocations Policy in 

accordance with legislation are sound. The Policy provides the framework by which applicants are 

prioritised for housing and our testing confirmed applications are appropriately assessed. The 

process to set up auto-bidding is adequate, and although our testing found that notes are not 

consistently applied in practice, the service has already taken action to address this. 

We found shortlists are ranked by band and priority date which are automatically managed by the 

system. Our testing confirmed the shortlists operate accurately in practice and that applicants are 

verified at the time of offer. 

A summary of the actions raised in the review are set out below: 

Priority Ranking Number of audit actions Actions agreed Risk accepted by 
management 

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 0 N/A N/A 

Low 1 1 0 

Advisory 2 2 0 

Total 3 3 0 
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Counter Fraud Policy Review – Approved by Members in October 2020 

The Counter Fraud and Corruption Strategy and the Whistleblowing Policy have been substantively 

reviewed by Internal Audit and were submitted for Members’ approval at the meeting of the Board 

in October 2020. 

Planning Enforcement (Substantial Assurance) – Issued in November 2020 

This audit reviewed the arrangements in place over the administration and issuing of planning 

enforcement notices. 

Our review found that effective arrangements are in place for the creation and issuing of 

Enforcement Notices. Our testing confirmed that Notices comply with the requirements of the Town 

and Country Planning Act 1990 and are clearly recorded on the relevant information systems. 

Our review of two appeals upheld by the Planning Inspectorate confirmed that sufficient evidence 

was in place to support the Council’s decision to issue an enforcement notice. We also confirmed 

appropriate measures had been taken to address the issues raised by the appeals to establish any 

lessons to be learned going forward. 

The areas that need to be strengthened include updating existing procedure notes for enforcement 

and maintaining evidence to confirm that enforcement notices are reviewed by Legal Services ahead 

of being issued. 

A summary of the actions raised in the review are set out below: 

Priority Ranking Number of 
audit actions 

Actions 
agreed 

Risk accepted by 
management 

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 1 1 0 

Low 1 1 0 

Advisory 0 N/A N/A 

Total 2 2 0 

 

Dartford Town Against Crime (Substantial Assurance) – Issued in December 2020 

The objective of the audit was to review the controls in place over the facilitation and flow of 

communication between partners of the Dartford Town Against Crime (DTAC) scheme. 

Overall we found the foundations in place to support DTAC and its Members are sound. Staff 

resources are shared between the Council and the scheme, which helps provide a communication 

link between the Members and its partners, in addition to the radio link and the intelligence system. 

However, the Council’s remit with regards to the scheme, and the provision of services is unclear 

where there is no service level agreement. We raised actions around partnership governance 

arrangements and access to information. 

The table below summarises the actions raised in the review: 
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Priority Ranking Number of 
audit actions 

Actions 
agreed 

Risk accepted by 
management 

Critical 0 N/A N//A 

High 0 N/A NA 

Medium 2 2 0 

Low 2 2 0 

Advisory 0 N/A N/A 

Total 4 4 0 

Feeder Systems (Full Assurance) – Issued in December 2020 

This review provided assurance over the adequacy of controls to transfer information accurately 

and completely to the General Ledger from systems that are external to the core financial system. 

We mapped the process to upload data from the Council’s income management system (AIM) to 

the General Ledger, and the subsequent reconciliation process. Our testing included three of the 

Council’s funds: miscellaneous cash, car parks and sundry debtors. 

We found that the control framework was robust in design to prevent fraud or error. We identified 

no errors in our testing of key controls, and confirm that the system is sound. We did observe that 

current procedures could be updated to provide more accountability and improve efficiency of the 

manual receipting process. 

The table below shows the recommendation raised: 

Priority Ranking Number of audit 
actions 

Actions agreed Risk accepted by 
management 

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 0 N/A N/A 

Low 0 N/A N/A 

Advisory 1 1 0 

Total 1 1 0 

 

Fraud Checklist- Shared Review (Advisory) – Issued in December 2020 

The Fighting Fraud & Corruption Locally 2020 (FFCL) publication is the updated counter fraud and 
corruption strategy for local government. It provides a blueprint for a coordinated response to fraud 
and corruption perpetuated against local authorities with the support of those at the top. The FFCL 
strategies and its tools provide ways for local authorities to develop and enhance their counter fraud 
response by ensuring that it is comprehensive and effective. 
 
The checklist comprises a total of 52 measures. We have assessed 40 out of 52 checks as either 
compliant or partially complaint. A full breakdown is given in the table below. 
 
The existing counter fraud arrangements at Dartford Borough Council are heavily focussed on 
identification of Council Tax and Business Rates with the Counter Fraud team undertaking this work. 
The Internal Audit team is also involved with counter fraud by undertaking internal investigations. 
 



19 
 

The main finding is that a fraud risk assessment for the Council needs to be undertaken to identify all 
key fraud risks. From this risk assessment, a fraud response plan can be developed to address 
significant areas of potential fraud commensurate with available resources. 
 

Assessment FFCL Criteria 

Compliant 19 

Partially Compliant 21 

Not Met 12 

TOTAL 52 

Home Working Review (Advisory) – Issued in December 2020 

Internal Audit carried out an advisory review to ascertain any impacts on service delivery or 

performance from the shift to remote working. 

Our review found that the Council’s remote working arrangements have not had a major impact on 

services’ performance and staff have adapted well to the new arrangements. The most significant 

drop in performance has been in income, such as Business Rates, enforcement and leisure facilities, 

which were impacted by Government decisions to either suspend or close facilities. 

There is a need to formalise the monitoring arrangements for 1-2-1s and meetings carried out “on-

line” to ensure all issues are captured, addressed and can be followed up at a future point. There is 

also a need to ensure there are clear working targets and objectives to ensure staff can be 

monitored and are fully aware of their roles and requirements. It was further noted that the Council 

has decided to not undertake formal appraisals of staff for this year due to the Pandemic. 

Issues were raised by services over the current telephony arrangements, Micollab, for remote 

working staff as this has caused some examples of missed calls 

The major decision for the Council moving forward is whether to keep remote working and in what 

form. The staff survey showed a positive feel towards remote working and decisions will need to be 

made on a service and individual basis with management agreement. 

 

New Build Capital Programme (Substantial Assurance) - Issued in February 2021 

In 2012, the Council embarked on a programme of building new homes for Council tenants using 

Right to Buy receipts and is currently in Phase 3 of this programme. The objective of our audit was to 

review the effectiveness of controls to ensure that the projects are delivered to agreed time, cost 

and quality criteria. 

Our “Substantial” assurance opinion is based on that controls are largely sufficient in design to 

mitigate against significant risks. We have identified some areas to further enhance controls in 

relation to the overarching governance framework. 

Key Strengths 

 The Phase 3 projects had been appropriately approved and sufficient information was provided 

to ensure that decision-making was robust. 
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 Spend against the agreement with MHCLG regarding use of capital receipts is regularly 

monitored, with actions put into place where risk of underspend is identified. 

 The process for making contractual payments is robust in design, and all Phase 3 payments were 

supported by appropriate valuations and authorisations. 

 There was evidence that project costs are well managed and controlled. 

 Effective monitoring arrangements are in place to ensure that projects are delivered to time and 

quality 

Areas for Development 

 Internal governance process, such as those for change control, risk management and budget 

reconciliation, require greater elucidation. 

 There are currently no project closure reports to allow an assessment of lessons learned and 

benefit realisation. 

 In our view, the contractual arrangements for the external provider of project management 

services require clarification. 

Priority Ranking Number of audit 
actions 

Actions agreed Risks accepted 
by management 

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 3 3 0 

Low 0 N/A N/A 

Advisory 0 N/A N/A 

Total 3 3 0 

Budget Setting (Substantial Assurance) – Issued in February 2021 

Our review found that a process is in place to ensure that budget setting deadlines are met but 

there are aspects which could be improved, especially in relation to the guidance that runs 

alongside the Finance budget setting timetable. Although there is a timetable in place there are no 

set procedures or guidance to assist and provide clarity regarding the approach and operation. 

Meetings take place with Budget Holders as part of the process to identify savings and ways of 

increasing income and positive feedback was received from Budget Holders as part of the review 

regarding the support provided by the Finance team throughout the budget setting process. 

However opportunities for further savings and efficiencies could be available in some areas, going 

forward. This is likely to be more important over the next few years, as the medium and long 

economic impact of external events becomes more defined. 

We have suggested actions that will support controls in these areas. 

The table below provides a summary of priority rated actions: 
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Priority Ranking Number of audit 
actions 

Actions agreed Risk accepted by 
management 

Critical 0 N/A N/A 

High 0 N/A N/A 

Medium 1 1 N/A 

Low 1 1 N/A 

Advisory 2 2 N/A 

Total 4 4 0 

 
Local Air Quality Management (Limited Assurance) – Issued in March 2021 

The day to day responsibilities for the monitoring and reporting of air quality activity have been 

assigned to the Scientific Officer (SO) who has detailed knowledge and expertise in the subject 

matter. The Council also benefits from being a member of the London Air Quality Network. This 

provides guidance and notifications of developments relating to air quality. 

The audit did however highlight some significant areas for development.  A key concern is that the 

Council has not yet approved its revised local air quality action plan.  It has been over a year since the 

air quality consultants Bureau Veritas were appointed to review and update the existing plan. It is a 

legal requirement specified by the Environmental Act 1995 that local authorities have an approved, 

up to date air quality action plan in place. Delays have been created as a result of Covid-19 impacting 

the consultant’s ability to undertake the modelling necessary to verify existing AQMAs and a decision 

for the action planning process to undergo member scrutiny and participation. 

In our view, existing air quality performance indicators contain technical data, which is difficult to 

understand for non-specialists and no supporting explanation is provided. Although the Assistant 

Environmental Health Manager (Environmental Protection) stated they provided useful information 

for him he did agree the indicators reported on the Pentana system need to be reviewed.  

We also identified that contract management arrangements between the Council and external 

suppliers of services could be enhanced, as agreements had not been signed, there were some minor 

errors within the agreements and there was a lack of clarity around how the Council received 

assurance that services were being delivered to an acceptable standard. 

Priority Ranking Number of audit 

actions 

Actions agreed Risk accepted by 

management 

Critical 0 N/A N/A 

High 1 1 0 

Medium 6 6 0 

Low 0 N/A N/A 

Advisory 0 N/A N/A 

Total 7 7 0 

 

Facilities Management (Advisory) – Issued in April 2021 

Internal Audit carried out an advisory review to assess the Council’s current Covid risk assessment 

against the current government guidance and another Council’s risk assessment with regard to the 

Council building. We then undertook a visit to the office to ascertain compliance with the 
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assessment. We found that the risk assessment was largely in line with government guidance.  We 

identified five areas for further consideration, which have now been incorporated into the risk 

assessment. 

Change Control (Limited Assurance) – Issued in May 2021 

This audit reviewed the controls to manage and mitigate risks associated with IT Change 

Management. 

Our review noted that: 

 Since April 2020, changes have started to be documented including risk assessments, impact 
assessments, roll-back plans, resource considerations for example. 

 Improvements to communications between IT and other business units have been 
implemented. 

 These include GovNotify which is a notification service to inform users about upcoming 
change/outages, implementation of a dynamic login page that informs users about 
upcoming changes, and a status website that publishes the status of IT services. 

 Roll-back plans are always in place before a change is going to be made. 

 As of April 2020, changes are documented using the ‘Planned Engineering Works’ (PEW) 
document that includes aspects such as risk and impact assessment. 
 

However, we identified that: 

 A formal Change Management Policy or Procedure is not documented, implemented or 
operating. 

 There are inconsistencies throughout the business surrounding the change management 
process, whereby not all stakeholders involved follow the same procedure. This is likely to 
be linked the lack of a change management policy/procedure as per above. 

 Not all changes at Dartford Council are authorised and approved. 

 Consultation between Dartford Council IT Team and other business areas is not always 
effective in terms of ensuring the business is aware of and has approved where necessary 
the changes to be deployed. 
 

A summary of the actions raised in the review are set out below: 

Priority Ranking Number of audit 

actions 

Actions agreed Risk accepted by 

management 

Critical 0 N/A N/A 

High 3 3 0 

Medium 7 7 0 

Low 0 N/A N/A 

Advisory 1 1 0 

Total 11 11 0 
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Waste Collection & Street Cleansing (Limited Assurance) – Issued in May 2021 

In design, there is an appropriate framework in place to monitor service performance through 

relevant Key Performance Indicators (KPIs), compliance inspections and regular communication with 

the contractor. Bespoke software provided by Urbaser (White Space) has been an extremely useful 

tool for progress tracking waste collection in real-time. Progress is currently being made to add street 

cleansing. Officers expressed how this has greatly assisted with observations and customer queries. 

Roles and responsibilities with regard to monitoring service performance have been appropriately 

assigned and were largely understood by officers. 

We were informed by the Waste & Parks Manager that there is close liaison between DBC and 

Urbaser to achieve service objectives. However, in practice monitoring and management of service 

delivery requires development to ensure that the Council obtains value for money from this 

important contract. In particular, the effectiveness of arrangements to address poor service 

performance need to be enhanced including the use of meeting minutes and action points, evidence 

of inspections undertaken and mechanisms to ensure that penalties can be applied where 

appropriate. Force Majeure had been invoked by the Contractor for a prolonged period to mitigate 

underperformance without the use of this clause being formally reviewed by the Council. Further, 

the Council should seek additional assurance from the Contractor that monies paid from a Covid fund 

have been used as intended. 

We acknowledge that the last year has presented unique challenges and that the Service has  been 

operating in an unprecedented situation, with an overarching objective of maintaining service 

continuity. This has exacerbated difficulties with contract monitoring. In addition, through our 

concurrent audit of Contract Management arrangements in the Council we have noted some similar 

issues across the organisation and recommendations will be made to enhance the Council’s contract 

management framework as a whole. 

The table below summaries the actions raised and the response: 

   Priority 
Ranking 

Number of 
audit actions 

Actions agreed Risk accepted 
by management 

Critical 0 N/A N/A 

High 2 2 0 

Medium 8 8 0 

Low 0 NA NA 

Advisory 1 1 0 

Total 11 11 0 

Contract Management (Limited Assurance) – Issued in June 2021 

This audit review was part of the 2020/21 Internal Audit Plan and aimed to review the controls in 

place for the management of contracts in the Council. 

The Council has a good understanding of the contracts it has in place with the central register 

managed through the Kent Business Portal. The arrangements to monitor and update it are sound, 

ensuring the requirements of the Transparency Code are met. It is the responsibility of Contract 

Officers / Managers to monitor contracts, however we found procurement guidance does not 
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extend to contract management, and training is not in place. As such, there are inconsistencies in 

approach and areas of risk which are not sufficiently managed. 

In design, the contract documents and specification provide the framework to monitor 

performance which we generally found appropriate for the type of contract and nature of services. 

Contract managers understood the services required from the contract and their role in monitoring. 

However, in practice, we found the framework is inconsistently applied, and some arrangements 

are not robust to ensure the Council receives the desired service and value for money from its 

contracts.  

The table below summarises the actions raised and the response: 

Priority Ranking Number of audit 
actions 

Actions agreed Risks accepted 
by management 

Critical 0 NA NA 

High 0 NA NA 

Medium 4 4 0 

Low 0 NA NA 

Advisory 1 1 0 

Total 5 5 NA 

Reactive Repairs (Issued in June 2021) – Substantial Assurance 

This review examined the approach adopted by the Housing Maintenance and Repair department 

to provide the reactive repairs service during the Covid-19 pandemic. 

Overall, we were satisfied that in design, there are controls in place to manage the reactive repairs 

service in the pandemic situation. Decisions made in the first period were clear and data analysis 

shows that the service achieved its objectives. We were however unable to test the effectiveness of 

some controls as relevant information was not recorded on file and decision making for the period 

from November onwards was less clear. 

We raised one recommendation, which was intended as a ‘Lessons Learned’ exercise. 
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Annex C - Audit actions  

The table below shows all actions due in the 2020/21 financial year, and progress against implementation: 

Project 
 

Service 
Manager 

Report Issue 
Date & Rating 

Agreed 
actions in 

Final Report 

Actions 
due 

2020/21 

Not yet 
due 

Closed 
during 

2020/21 

 Deferrals in 
Q4 

Total 
actions 

complete 
to date 

Total 
actions 

outstanding 
to date 

Markets Income 2016/17  Lewis Kirnon  
April 2017  

Substantial 
1  1 (M) 0  1 (M) 0 1 

  

0  

Environmental Health   

(Food Safety) 2018/19  
Annie Sargent  

December 2018  
Substantial  

3  1 (M) 0 1 (M) 0  3  0 

Members’ Expenses 2018/19  Tim Sams 
December 2018 

Substantial 
1 1 (M) 0 1 (M) 0 1 0 

Post GDPR Review 2018/19  
Sarah Martin / IT 

Services  
June 2019  
Substantial 

5  1 (M)  0 0  0  4  1  

Building Control 2018/19 Mark Stoneham 
October 2019  
Substantial 

2 1 (L) ,1 (M) 0 1 (L) ,1 (M) 0 2 0 

Corporate Complaints 
2019/20 

Marie Kelly-Stone 
March 2020 
Substantial 

3 1 (M) 0 1 (M) 0 3 0 

Accounts Receivable 
2019/20 

Tim Sams 
April 2020 

Full 
3 2 (L) 0 0 2 (L) 1 2 

Community Safety 2019/20 Mark Salisbury 
July 2020 

Full 
1 1 (L) 0 1 (L) 0 1 0 

HR Policy Compliance 
(Grievance & Disciplinary) 
2019/20 

Philippa Curtis 
August 2020 
Substantial 

1 1 (M) 0 1 (M) 0 1 0 

Garage Management 
2019/20 

Paul Koster 
August 2020 
Substantial 

3 0 1 (M) 0 0 2 1 
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Animal Welfare (shared 
review) 2019/20 

Annie Sargent 
September 2020 

Substantial 
3 0 

1 (M), 1 
(L) 

0 0 1 2 

Cyber Security 2020/21 Sarah Martin 
September 2020 

Limited 
7 

1 (H), 2 (M), 
2 (L) 

0 
1 (H), 2 (M), 

2 (L) 
0 7 0 

Planning Enforcement 
2020/21 

Sonia Collins 
November 2020 

Substantial 
2 1 (M), 1 (L) 0 0 1 (M), 1 (L) 0 2 

Dartford Town Against Crime Anthony Henley 
December 2020 

Substantial 
4 1 (M), 1 (L) 

1 (M), 1 
(L) 

1 (M), 1 (L) 0 2 2 

New Build Capital 
Programme 

Peter Dosad 
February 2021 

Substantial 
3 2 (M) 1 (M) 2 (M) 0 2 1 

Budget Setting Tim Sams 
February 2021 

Substantial  
2 0 

1 (M), 1 
(L) 

0 0 0 2 

Air Quality Management Nick Chapman 
March 2021 

Limited 
Assurance 

7 0 
1(H), 6 

(M) 
0 0 0 7 

    TOTAL  51 21 16 17 4 31 20 
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Annex D – Key Performance Indicators for Q4 Progress (January – March) 

Finance: Associated performance indicators March 2021 

F1: Projects Completed within budgeted days 

Indicator measures any variance between the days agreed on the final brief vs. the actual time coded on 

Teammate TEC 

0/3 0% 

F2: Chargeable days (time) 

Indicator measures the actual chargeable activities against the assumptions made in the audit plan 

Average 73% 

F3: PSIAS conformance 

Indicator measures effectiveness of the Quality Assurance & Improvement Programme (QIAP) to ensure 

compliance with professional Standards. 

Partially Conformant 

Client satisfaction: Associated performance indicators March 2021 

C1: Overall client satisfaction with the audit experience   

Indicator measures overall satisfaction  levels, taking into account  the audit approach, conduct, findings and 

competence of the auditor 

5/5 100% 

C2: Respondents agreement with the audit actions 

Indicator measures Client agreement to the audit findings and resulting actions from our audit work 

13/13 100% 
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Internal processes: Associated performance indicators Q4 (Jan – Mar) 

I1: Time taken between issue of the DRAFT and FINAL Audit Brief  

Indicator measures the effectiveness of our project planning and time taken to prepare the work programme 

6.17 days (average) 

I2: Time taken between the issue of the FEEDBACK and DRAFT report  

Indicator measures the currency of our audit finding and effective engagement between Auditors and Clients 

12.5 days (average) 

I3: Time taken between issue of the DRAFT report and FINAL report 

Indicator measures the effectiveness of our process to finalise audit reports and issue the report in a timely 

manner 

14 days (average) 

Learning & Development: Associated performance indicators Q4 (Jan – Mar) 

L1: Audit actions fully implemented within agreed timescales – 

Indicator measures the successful implementation of audit actions and the effectiveness of our follow-up process 

DBC 2/21 100% 

SDC 5/5 1  100% 

L2: Training & development days Indicator measures our investment and time spent on training and development 

against the assumptions made in the audit plan 

41.11 Days  
(of 58 days) 
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Annex E – Customer Satisfaction Questionnaires 

1 - Did you feel involved in the planning and scoping of the audit? 

Not at all Not really No opinion Yes Definitely Number of 
Responses 

Positive 
Responses 

0 0 0 4 15 19 19 

 
2 - Did you feel that the audit covered the right areas? 

Not at all Not really No opinion Yes Definitely Number of 
Responses 

Positive 
Responses 

0 0 0 4 15 19 19 

 
3 - We kept you informed and updated throughout the audit 

Yes Could have 
been better 

No No opinion Number of 
Responses 

Positive 
Responses 

17 1 1 0 19 17 

 
4 - We were sensitive to your availability and workload 

Yes Could have 
been better 

No No opinion Number of 
Responses 

Positive 
Responses 

17 0 1 1 19 17 

 
5- Did we demonstrate sufficient knowledge of the audit area (service area)? 

Yes No Number of 
Responses 

Positive 
Responses 

18 1 19 18 
 
6 - Did we conduct the audit in a professional and courteous manner? 

Yes No Number of 
Responses 

Positive 
Responses 

18 0 19 19 
 
7 - Our audit report was.... (select those that reflect your views) 

Professional Clear / 
easy to 

read 

Factually 
accurate 

Informative 
/ useful 

Succinct Engaging Contemporary Other 

16 16 15 14 7 5 2 0 

8- Do you believe the agreed actions will make a difference? 

N/A - no 
actions 
were 
raised 

Absolutely, 
I believe 
they will 

Yes, I think 
so 

I'm not 
really sure 

No Number of 
Responses 

Positive 
Responses 

0 6 10 2 1 19 16 
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9 - How would you rate your overall audit experience? 

I'd rather 
not say / 

no 
opinion 

Never 
again 

please! 

It was OK * Positive & 
Helpful 

Excellent Number of 
Responses 

Positive 
Responses 

0 0 2 8 9 19 18 

*Counted as 0.5 each as neither positive or negative 
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Annex F – Quality Action Plan 
Theme Action  Target Date Status Update 

Reporting Review the assurance levels for individual 
reports. 

To be introduced for financial year 
2021/22 

Complete 

Reporting Review the assurance levels for the Annual 
Opinion.  

Graded opinion to be provided for 
2020/21.  

In progress and on track - graded opinion to 
be provided for 2020/21 reports. 

Reporting Review report format to ensure that it is fit 
for purpose but “lean” – only containing 
elements that add value to the customer. 
Include guidance notes. 

To be introduced for financial year 
2021/22. 

Complete but continue to monitor - Report 
format has been reviewed, including 
guidance notes, and rolled out to team in 
March 2021 team meeting. If report 
timeliness and initial quality does not 
improve following additional training, may 
need to consider amending further by 
streamlining again and removing detailed 
findings section - this will require 
stakeholder consultation.  

Reporting Deliver report writing training in team 
meeting session.  

Jul-21 On track to be delivered in July. 

Reporting Deliver root cause analysis training in team 
meeting session.  

Aug-21 On track to be delivered in August. 

Reporting Review the Annual Opinion report template 
and contents to ensure that IA reports to 
committee are more strategic and focused 
on outcomes / key themes and issues. 

Jul-21 In progress and on track - will be complete 
for Audit Board/ Audit Committee. 

Co ordination of 
Assurance 

Develop assurance maps for both 
organisations 
a) Discuss other forms of assurance as part of 
2021/22 Audit Planning 
b) Add assurance maps to both Plans for 
2021/22 

Complete by March 2022. In progress - discussed with managers as 
part of annual planning meetings. On IA 
Plans for 2021/22. 
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Theme Action  Target Date Status Update 

Co ordination of 
Assurance 

Develop relationships with EA 
1) Set up regular liaison meetings (every 4 
months?)  

For 2021/22 financial year with 
new EA personnel. 

Not yet commenced. FC to progress by end 
June.  

Planning Develop more risk-based method for 
2021/22 periodic planning. 

For 2021/22 financial year 2021/22 IA Plan was better developed and 
more relevant, however further refinements 
needed for 2022/23. Review again 
November 2021.  

Planning Maintain under review the approach to 
periodic planning - annually or quarterly / six 
monthly. 

Review again for 2022/23 Review and re consider for 2022/23. 

Planning Develop Audit Strategy for the partnership. Sep-21 Not yet commenced beyond initial outline - 
behind target. 

Planning Undertake Culture / Ethics / IT Governance 
Audits. 

March 2022 (for completion of 
2021/22 audits) 

IT Governance audits on both Plans for 
2021/22. Culture on DBC audit plan, Ethical 
Governance on SDC Audit Plan. Audits not 
yet commenced - due Qs 3 and 4. 

Planning Develop mechanism and allocate 
responsibilities to team members to keep 
knowledge of key parts of the sector up to 
date, share updates with team as a whole.  

Oct-21 Focus at present is on core audit work, not 
yet discussed with the team.  

Data Analysis Provide Excel training to the team  Dec-20 Complete - basic data analysis provided over 
2 sessions. Need to review further options 
once skills matrix complete.  

Data Analysis Arrange demonstration of data analysis 
software 

Dec-20 Complete 

Data Analysis Add data analysis to team objectives Dec-20 Complete 

Data Analysis Add to planning checklist to enforce that it is 
considered as part of every audit and that 
non-use is justified - done 

Dec-20 Complete 

Data Analysis ‘Continual’ assurance using analysis of data 
will be trialled as part of the 2021/22 Plans. 

Complete by March 2022 Audits on Plans, individual audits not yet 
commenced. 
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Theme Action  Target Date Status Update 

Data Analysis Draft data analysis strategy will be prepared 
by September 2021 (including identification 
of potential costs) and shared with the s151 
officers for agreement of any additional 
funds required, specifically for training or 
software 

Sep-21 Not yet commenced - difficult at present 
due to staff changes and as other audit skills 
need to be fully developed first.   

Performance 
Management  

Review suite of KPIs to ensure they measure 
what we need to know and want to improve 

Needs to be in place for 2021/22 Complete 

Performance 
Management  

Review calculation of CSQ measure Needs to be in place for 2021/22 Complete 

Performance 
Management  

Quality of work including specific standards, 
competencies, deliverables and performance 
measures to be set out in a new suite of 
objectives for the auditors 

Dec-20 Complete 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

All team members to undertake skills gap 
analysis against the IIA competency 
framework. 

May-21 In progress - behind target. Staff to be 
reminded in team meeting 9 June, new 
deadline of end June set.  

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Training plan for 2021/22 to be developed 
(reliant on completion of the above action) 

Jul-21 Not yet commenced - requires action above 
to be completed. 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Develop a Customer Charter that sets out 
clear expectations for audit staff and clients. 
Include expectation that customers will be 
given 2 weeks to comment on draft report.  

To be in place for April 2021 Complete, ongoing need to remind staff of 
the commitments in the Charter and to 
ensure they are communicating with clients. 

Quality and 
timeliness of audit 
work (also links to 

All staff to continue to complete self 
assessments at the end of individual audits 
to identify actions for improvement going 
forwards. 

For 2020/21 audits onwards In progress and ongoing. 
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Theme Action  Target Date Status Update 

Performance 
Management above) 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Training on project planning audits to be 
delivered as part of team meeting 

May-21 Complete - delivered over two sessions - 
April and May 2021. 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Weekly 121s and action plans. November 2020 onwards In progress and ongoing. 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Identical audits across both sites to be 
allocated to same team member. 
Some 'task based' teams will be deployed for 
bigger audits in 2021/22 - Ethical 
Governance and Culture, will use agile 
techniques such as daily catch ups and 
specific task based timings.  
'Site based' approach will be considered 
where practical.  

Complete by March 2022 In progress. Audit allocations are complete 
and where possible, identical audits have 
been allocated to same staff member.  
Small teams allocated to Ethical Governance 
and Culture, FC to lead and adopt task-
based, agile approach. 
'Site' approach to be considered as relevant 
when staff return to office.  

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Review and update the Audit Manual.  Sep-21 Not yet commenced.  

IA Charters Review Audit Charters for both 
organisations. 

Audit Committee / Board March 
2022 

Complete 

Data Retention  Review and update the information asset 
register / data retention schedule.  

May-21 Complete 
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Theme Action  Target Date Status Update 

Remote Working Complete Lessons Learned review of the past 
year as part of team meeting session. 

Apr-21 Partially complete in May 2021, session to 
be finished 9 June 2021. 

Follow Ups Review the follow up process and consider 
whether quarterly would be more efficient 
than monthly. 

Apr-21 Reviewed as a team but due to KPI and 
other reporting, decided to remain 'as is' at 
the moment, but training to be provided to 
the team May 2021 and auditors asked to 
be more 'smart' with implementation dates 
– e.g. try to have the same date for multiple 
recommendations where possible. Review 
again in October 2021. 
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Annex G - Definitions of Assurance ratings – Individual Audits: 
OPINION DEFINITIONS 

Full Assurance 

(no High or Medium 
priority actions) 

A sound framework of control is in place that meets Council or 
service objectives. All expected controls tested are in place 
and are operating effectively. 

A review with this level of assurance will generally have no 
actions, or very few LOW priority actions. Agreed actions will 
be followed up as they fall due. 

Substantial Assurance 

(no High priority actions) 

There is generally a sound framework of control in place that 
meets Council or service objectives. However, there are 
isolated weaknesses in design of controls, or inconsistent 
application of controls, which puts the achievement of a limited 
number of objectives at risk. 

A review of this level of assurance may raise a number of 
MEDIUM priority actions. Agreed actions will be followed up as 
they fall due.  

Limited Assurance 

There are weaknesses within the framework of control or 
evidence of non-compliance with Council procedures or good 
practice, which puts the achievement of the Council’s or 
service objectives in many of the areas reviewed at risk. 

A review with this level of assurance will raise one or more 
HIGH priority actions. Actions with a high priority should be 
acted on as soon as practical and will be followed up as soon 
as they fall due. 

No Assurance 

Key controls are absent from the framework of control. There 
are fundamental weaknesses identified with both the design 
and operation of the system under review. As a result, it is 
unlikely that Council or service objectives will be achieved. 

A review of this level may include a number of HIGH or 
CRITICAL priority actions. Actions of a critical level will be 
reported as soon as they are identified and escalated to the 
relevant Senior Manager. Actions to address the findings will 
be followed up as soon as they fall due.  
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Annex H - Definitions of Assurance ratings – Overall Opinion: 
 

OPINION DEFINITIONS 

Substantial Assurance 

 

 
A sound system of governance, risk management and control exists, 
with internal controls operating effectively and being consistently 
applied to support the achievement of objectives in the area 
audited. 
 

 

Reasonable Assurance 

 

  
There is a generally sound system of governance, risk management 
and control in place.  
 
Some issues, non-compliance or scope for improvement were 
identified which may put at risk the achievement of objectives in 
the area audited. 

 

Limited Assurance 

 
Significant gaps, weaknesses or non-compliance were identified.  
 
Improvement is required to the system of governance, risk 
management and control to effectively manage risks to the 
achievement of objectives in the area audited. 
 

 

No Assurance 

  
Immediate action is required to address fundamental gaps, 
weaknesses or non-compliance identified.  
 
The system of governance, risk management and control is 
inadequate to effectively manage risks to the achievement of 
objectives in the area audited. 

 

 


